Copnep>xaHue:

BBEOEHWE

Pa3BnTne BCEMNPHON SKOHOMUKIN XapaKTepusyeTcs Bce 60onblUen 3aBUCUMOCTbIO PbIHKa
OT CyLleCcTBEHHOro obbeMa MHMOPMaLMOHHbBIX MOTOKOB, a NPUHATUE peLleHUin BO BCEX
chepax XU3HeneATeIbHOCTU KOMMaHNA Uiv npeanpuatuin Bce B 6bonbluen cteneHn
OCHOBbIBaeTCA Ha MHPOPMALMOHHbLIX Npoueccax. iccnepoBaHne gaHHbIX MPOLLECCOB C
hanbHenwen sbipaboTKOM ynpaBAsloLWNX peweHnn BbiNosHAeTCS Ha 6ase
WH(POPMALLMOHHbBIX Moaesier, CPOPMNPOBAHHbBIX Ha HbIHELLIHUX NH(POPMaLUOHHO-
TeNeKOMMYHUKALMOHHbIX TEXHOJIOINAX.

NHMopMaUMOHHBIN pecypc CTaeT O4HUM N3 OCHOBHbIX MCTOYHMKOB SKOHOMNYECKON
3(pPeKTUBHOCTM KOMNaHUN. lNMpakTnyeckn HabnwgaeTca TeHAeHUNS, Koraa nobble
XKU3HEeNEesaTeNbHOCTN KOMMAaHUI CTaloT 3aBUCUMbBIOT MH(POPMALMOHHOIO pa3BnTuUS, B
rnpouecce KOTOPoro oHU camm OpPMUPYIOT MHGPOPMALIMIO U CaMIN Xe ee ynoTpebnstoT.
NMoTomy 3alinTa MHPOPMaLMK ABASETCS CaMOCTOATE/IbHbIM N 3HAYUMbIM HanpaBJeHNEM
neaTenbHOCTU KOMMaHun. [3]

HecmoTpa Ha BCe pacTyLime ycuama no GopMmMpoBaHNIO TEXHONOM N 3allNTbl ee
YSA3BUMOCTb MH(POPMALNUN HEe TOJIbKO He MOHUXKaeTCs, a Tak>Ke NOCTOAHHO MOoBbILWaeTCH.
B HbIHeWwHee BpeMsa OrpoMHble MHOCTPaHHble KoMnaHunm 0o 40% npubbinn BHOCAT B
Bbe3onacHOCTb. B PO TakXXe yBesnin4ymBaeTCca TEHAEHLU NS NOBbILEHUS aCCUrHOBaHUNA B
obecnevyeHnnMb. PakTNYECKM BO BCEX YCTONYMBO
PYHKLMOHUPYOLWNXKOMOAHNAXCHOPMMpPOBaHbl Cy>XKbbl 6e3onacHOCTUN. DPHEeKTUBHOCTb
paboTocnocobHOCTUTaKoro Tuna cnyx6 B 60/bLLIMHCTBE 3aBUCUT OT FPAaMOTHOIO
BHeCceHusonpenesieHHbIX CpeacTB N NpoecCcnoHasbHOro noaxona B Bonpocax
opraHu3aumm CUCTEMbI 3alUUTbl JAHHbIX.

Ha paHHOM 3Tane pa3BUTUS KJKOYEBbIMU Yyrpo3aMum 6e30nacHOCTH
KOMMNaHunnpeacTaBnatoT cobon yrpossl B chepe MHGPOopMaLmMoHHOro obecneyeHuns.
MocnepnctemnamMun spPpeKTUBHOro NnpoBeneHNa NHPOPMaALMOHHbLIX HaslIeTOB MOryT CTaTb
NCKa)KeHne nam KkomnpomeTaumnsa JIMYHOW MHpopMaL N, HaBSA3bIBaHMNE JTIOXKHOW
NHopMaLmKn, HecobnaeHNenoCTaBNEHHOro persaMmeHTa cbopa, nepegaymn u
06paboTkn nHopmaumm, cbon n oTkasbl B paboTe TEXHUYECKNX CUCTEM, KOTOpPbIE
Bbl3BaHbl HENpegHaMepPEHHbIMU U NpegHaMePEHHbIMN OENCTBUAMMN, KaK CO CTOPOHbI



NMPecTyMNHbIX COOOLLECTB, CO CTOPOHbI KOHKYPEHTOB, TaK N CO CTOPOHbI COTPYAHUKOB
opraHusaumu.

K ogHon 13 Hanbonee 0CHOBHbIX 3aga4 B ob6nacTtm obecneyeHbs 6€30MNacHOCTU HY>KHO
OTHECTU NPOEKTUPOBAHMNE KOMMJIEKCHOM CUCTEMBbI 3aLLUNTbI AAaHHbIX, KOTOpas
BKJIl0OYaeTCo34aHMe N BBEAEHME BCEX HbIHELLIHNX TEXHOJIOM A, CPeacTB U METOOB,
KoTopble obecneymBatoT 3alUMUTY KOMMaHUM OT BCEX TUMOB Yrpo3, U rapaHTUPYIOT ero
YCTONYNBOE Pa3BUTUE B HbIHELLHUX YCJIOBUSIX.

C nosiBieHnemM MHPOPMaLMOHHbIX TEXHOIOM NI NosBMAACb N HEO6XOANUMOCTb
MOBbILLEHHOr0 BHUMaHMA K BONpocaM nHhpopmaunoHHon 6esonacHoCcTu. BpemeHHas
HeAOCTYNHOCTb. HeECaHKLNOHNPOBAHHOE UCMNOJIb30BaHME UK, B XyALLeM Clyyae,
pa3pyLleHmne nHpopMaLMOHHOIro pecypca MOryT HAHOCUTb KOMMAaHMAM O4YEeHb
3Ha4YMTEeNbHbIN Bpen, a rnaBHoe, MaTepuanbHbIn yulepb.

be3 3alnTbl KOMMbIOTEPHbIX NHPOPMALMOHHbBIX CACTEM, BHEAPEHME 3TUX CUCTEM B
KOMMaHUIO MOXXET N OKa3aTbCA IKOHOMUYECKN HEBLIFOAHBLIM. 3HA4YMTEbHbIE NOTEPU
AaHHbIX, 4TO XpaHATCA 1 0bpabaTbiBalOTCA B KOMMbIOTEPHbIX CETAX, MOTEPU
KOH(PNAEHUNANBHOCTU OAaHHbIX - pe3ybTaTbl HE3ALWMNLLEHHOCTN KOMMbIOTEPHbIX
NHHOPMALMOHHbBIX CUCTEM.

B naHHol paboTe onncaHa 3HaYMMas 4acTb MHPOPMALIMOHHOM 6&30MacHOCTY — Yrpo3bl.
OnucaHbl NOHATUA U BUAbI Yrpo3 6€30MNacHOCTY B KOMMbIOTEPHbIX MH(OPMaLMOHHbIX
cucteMax. JobnUTbCSA pacKpbiTME TEMbI HE BO3MOXHO 6e3 onpeaenieHnin u Kputepui
Knaccudgukaumm yrpos, Hanbonee pacnpocTpaHeHHbIX Yrpo3 AOCTYMHOCTU C MpuMepamu,
onncaHusa BpenoHocHoro NO, 0CHOBHbIX Yrpo3 LEeNOCTHOCTUN U KOHPUAEHUNANTBHOCTH.

ObbekToM B paboTe BbICTYNaAOT Yyrpo3bl MHGOPMaLMOHHON Be3onacHOCTH, NpeaMeToM -
nX BNObl N COCTaB.

Llenbto paboThl ABNSETCA NCCNen0oBaHME BUOOB N COCTAB Yyrpo3 MHHPOPMaLMOHHON
6e3omacHocCTW.

Insa [oCTUXXeHWs 3a8aHHON Lenn B paboTe Heob6X0AMMO BbINONMHUTL PSAA 3aau:
- PACCMOTPETb OCHOBHbIE ONpeaesieHNsa U KpUTePUnN Knaccupukaumu;
- BbISBUTb COCTaB M BUAbI Yrpo3 NHopMaLnoHHon 6e3sonacHocTu (UB);

- paccMOTpeTb Hanbonee pacnpoCcTpaHsaeMble Yrpo3bl KOHPUAEHUNANBHOCTH,
LLeSIOCTHOCTU N OOCTYMHOCTK;



- PacCMOTPETb CTATUCTUKY Yrpo3 b n ee HanpaBneHnsa AesaTenbHOCTN.

[Mpn HanncaHun pa6OTbI Bbinn npnMeHeHbl Takne MmeTonbl Hay4YHOro nccjienoBaHus, Kak
n3yyvyeHume Haqu0|7| nnTepaTypbl No TeMe NCcneagoBaHnMA, HOpMaTMBHO-HpaBOBOIZ 6a3bl,
aHaIMTNYECKNIA U CpaBHI/ITEJ'IbeII7I MeTOoObl.

NnaBa 1. TeopeTudeckue ceeageHus o yrposax
MHpOpMaLUMOHHOU De30onacHOCTH

1.1 OcHOBHbIe onpenesieHus U KputTepum
Knaccupukauumm yrpos

K OCHOBHbIM onpeneseHnssM MOXXHO OTHECTM CaMo MOHSATME Yrpo3bl, @ TakXXe aTaku,
3JI0YMbILLJIEHHUKA, UCTOYHMKAMM Yrpo3bl, YS3BUMbIX MECT, OKHa onacHocTu. [1,5,16]

MNopn yrpo3oi NOHUMalOT MOTEeHLUMaIbHY0 BO3MOXHOCTb HAaPYLWNTb MH(OPMALMOHHYIO
6e30MacHOCTb KaknM-nmbo obpasom.

ATaka- 3TO nonbiTKa caenaTb (peaJ'II/IBOBaTb) yrpo3y. A TOT KTO 3TO X04eT caenaTb
Ha3bIBAOT 3/I0YMbILLJIEHHUKOM. ECNn 3/10yMbILLNEHHNK peasin3oBalsl yrpo3y ero MOXXHo
Ha3BaTb NCTOYHUKOM YIrpo3bil.

BO3MOXXHOCTb [OCTyna onpefeneHHbIX INL, K Ba>KHOMY oGopy,uosaano nan owmnobkn
nporpamMmmMHOro obecnevyeHus, OpyrmmMmm cnoBamMm, 3TO Ha3blBaeTCd YA3IBNMbIMN MeCTaMU
B KOMMbIOTEPHbLIX MHPOPMALMOHHbLIX cucTeMax. IMeHHO Hann4mne 3TUX MecCT Yalle BCero
n aABndeTcd cneacrtsmemM HaJimdnga yrpos.

Hy>KHO BBECTU NPU PacCMOTPEHUN YIrPO3 TaKoe MOoHATME KaK OKHO 6e30MacHoCTM - 3TO
onpeaeneHHbIn MPOME)XXYTOK BPEMEHN OT BO3MOXXHOCTM UCMOJIb30BaTh MECTO
KOMMbIOTEPHOW NH(MOPMALIMOHHON CUCTEMbI [0 JIMKBUAALUX 3TOro MmecTa. T.e.,
CylLlecTBOBaHMe oKHa 6@30MacHOCTN PaBHOCUJIbHO CYLLLECTBOBAHMIO YCMELLHbIX aTak Ha
NHMOPMALMOHHYIO CUCTEMY.

Enn roBopnTb 0 NnporpaMMHOM obecneyvyeHnmn, To OKHO MOSBJISIETCS C NOSIBJIEHNEM
owmnbKM B NnporpaMMHoOM obecrnevyeHnn n NTUKBUANPYETCSH NMPU peLleHnn 3ToN owndKu.



OkHO 6€30MaCcHOCTU CUCTEM MOXKET cywecTtBoBaTb 3HA4YNTEJIbHO OOJITO -AHW N OaXXe
Henenn, N 3a 3To BpeMsd B nobon KoMnaHUM A0/IKHbI Y3HaTb O CpeacTBax
nCroJib3oBaHNA I'Ip061'IeMbI B 3aLLMTE, TaKXXe O0JIKHbI ObITb BbIMyLleHbl
COOTBETCTBYHOLWME 3allJlaTbl KOTOPbIE OO0JIXXHbI Y>Xe ObITb YCTaHOBJ1EHbLI B 3awmuaemMmon
NC.

Yrpo3bl MOXXHO KJlacCnmumpoBaTb NO acnekTy 6e30nacHOCTN MHAPOPMaLMOHHbIX
CUCTEM, MO KOMMOHEHTaM CUCTeM, Mo cnocoby oCyLeCcTB/IEHNSA N MO PACNOJIOXKEHUIO
NCTOYHNKOB YIrpos.

AcneKkTamu VIHCICJOpMaLI,I/IOHHOIZ B6e3onacHoCTN MoXeT bbITb OOCTYMNMHOCTb, LLEJIOCTHOCTD,
KOH(QUMAEHUNaNbHOCTb. IMEHHO NMPOTUB HEero yrpo3bl HanpasJ/ieHbl B MepBYyo o4yepelb.

Yrpo3bl HaueneHbl UMEHHO Ha KOMMNOHEHTbI MH(OPMALMOHHbIX KOMMbIOTEPHbIX cucTem. K
HUM MOX>XHO OTHECTW NporpamMmbl, aHHble, annapaTypy, No40epP >XNBaOLLYO

NHMPaCTPYKTYpPY.

Cnocob cylecTBoOBaHNS rOBOPUT HaM YTO Yrpo3bl MOTYT BbITb HE TONIbKO HaLLe/IEHHbLIMU
Ha pe3yfnbTaT, @ MOTyT NMPOCTO BbITb CAy4YalHbIMU. K HUM OTHOCST ClyYalHble€ Yrpo3bl U
yrpo3bl NpefHaMepeHHble. MOryT HOCUTb Kak NPUPOAHbLIA TaK U TEXHOMEHHbIN XapaKTep.

 no pacnono)XeHnto NCTOYHNKOB YIrpO3bl MOXKHO pa3fesnTb Ha BHYTPEHHME N BHELLHUE,
TaK Kak OHW MOTYyT MPOUCXOANTb Kak BHYTPU MH(POPMALMOHHOM CUCTEMBI, TaK N BHE ee.

1.2 HanpaBneHua obecneueHus b

C y4yeToM cchopMUpoBaBLLENCA NPaKTUKN obecnevyeHnsa b n B cCOOTBETCTBUN C
YCNIOBUSIMU PYKOBOAALLUX NOKYMEHTOB B o6nacTn B, nogYyepkuBatoT Takme TUMb
3alUNTbI JAHHbIX:

MpaBoBas 3aLiMTa OAHHbIX - 3alLUMTa AaHHbIX MPaABOBbIMW MeTO4aMK, KOTopas
BKJIl0OYaeT B cebsa co3gaHne HOPMAaTUBHbBIX U 3aKOHOAATEIbHbIX JOKYMEHTOB (aKTOB),
KOTOpble peryampytoT OTHOLWEHUS Cy6beKTOB Mo 3alnTe AaHHbIX, UCNOJIb30BaHME TaKMX
NOKYMEHTOB (aKTOB), @ TaK)Xe KOHTPOJIb 1 HaZ30p 3@ UX UCMOJIHEHMNEM.

TexHM4YecKasn 3amTa AaHHbIX - 3alMTa AaHHbIX, 3aKJoYalowancs B obecneyeHnn
HekpunTorpaguyieckumm metogamm Ub, noanexawmnx (nognexxawien) sawmTe B
COOTBETCTBUU C PYHKLNOHUPYIOLLNM 3aKOHOLATE/IbCTBOM, C UCMOJIb30BaHUEM
TEXHUYECKUX, MPOrpaMMHO-TEXHNYECKNX N NPOrpaMMHbIX CPeacCTB.



KpunTtorpadmuyeckas 3alimTa AaHHbIX - 3alLMTa AaHHbIX C MOMOLLbIO ee
KpunTorpadunyeckoro npeobpasoBaHus.

dusuyeckas 3aliMTa AaHHbIX - 3alUUTa AaHHbIX NYTEM UCMNOJIb30BaHUS
OpraHn3aLUMOHHbIX MEPOMPUATUIA N COBOKYMHOCTU CPeACcTB, DOPMUPYHOLLINX
NpensTCTBUSA AN HECAHKLMOHNUPOBAHHOIO NPOHUKHOBEHUSA MW O0CTYMa
HEYMOJIHOMOYEHHbIX PU3.-N1L, K 00bEKTY 3aLLUTHI.

OpraHun3aunoHHbie MeponpuaTns rno obecneyvyeHmno PrUsn4ecKom 3aLnTbl JaHHbIX
npenycMaTpmBaloT NOCTAaHOBKY PEXUMHbIX, TEPPUTOPUASIbHBIX, BPEMEHHbIX,
MPOCTPAHCTBEHHbIX OFPaHNYEHNI Ha YCNOBUS NMPUMEHEHUSA U pacnopsaaoK paboThl
obbekTa 3awunThl. Npn TOM K 06bekTaM 3aWnTbl MIHPOPMALMM MOTYT OTHOCUTCSA: 34aHnNe
(coopy>xeHune), oxpaHsaeMas TeppuTopus, oTaesibHOe nomMeuleHne, NHPOPMaLUOHHbIE
pecypcbl U (nnun) nHpopMmauna obbekTa nMHpopMaTU3aLnn.

OpraHm3aunoHHas 3alnTa NHpoOpPMaLMK -pernamMmeHTaumsa 0esTeNbHOCTU KOMMNAHUN 1~
B3aWMOOTHOLUEHUIN COTPYAHUKOB Ha HOPMaTUBHO - NpaBoBOW 6a3e, CyLlecTBEHHO
3aTPYAHSOLWEN UK UCKJII0YatOLLEeNn HeNpPaBOMEPHOE 0CBOEHNE KOHUAEHLMAIbHbIMK
NAHHBIMU 1 NMPOSIBNIEHNE BHELLHUX U BHYTPEHHMX Yrpo3.

TONIbKO KOMIMJIEKCHOE NCMOJIb30BaHMe BCeX TUMOB 3aWnTbl MHOPMaLmMn obecnevymBaeT
TpebyeMbin 1 AOCTaTOYHbIN ypoBeHb Vb npeanpuaTunsa. [6,10,21]

1.3 BpepnoHocHoe MO

BHeLopeHMne B aTakyeMble cMCTeMbl BpegoHOCHOro MO ecTb onacHenwunin cnocob
npoesefeHns atak. BoigensatoT rpaHn BpeaoHocHoro MO, Takme Kak BpeaoHOCHas
dyHKUMA, cnocob pacnpocTpaHeHMA KU BHELWIHee npeacrtasneHme. [2,15]

Mo>XKHO BBECTM TakKoe NoHsATMe Kak bomba BpeaoHOCHON (hyHKUNUW, T.€. HA30BEM TaK
4acCTb, COCTaABMSAOLLYIO paspylwnTenbHyo dyHKUMo. bomba, Kak 1 nobas gpyras
nporpamMmmMa, Mo)xeT 06/1a4aTb CKOJIb YrOAHO CJIOXKHOW JIOFTVMKOWM, MO3TOMY CMNeKTp
BPeAOHOCHbIX (PYHKLWNIA HEOrPaHUNYEH.

Ho 06bl4HO 60MObI NCMONBL3YIOT A9 BHEAPEHUSA Apyroro spenoHocHoro IO,
arpeccmBHOro noTpebneHns pecypcos, NOJy4eHUA KOHTPOA Had aTaKyeMomn CUCTEMON
N U3MEHEHUS NN Pa3pyLUEHNS NPOrpamMM N OaHHbIX.



Mo MexaHn3My pacrnpocTpaHeHuns 6biBalOT BUPYChl N HEPBU.

BpyCcoM Ha3bIBAOT KO, KOTOPbLIA MOXKET PacrnpoCcTPaHATCA NyTEM BHeAPEHUA B gpyrue
NnporpamMmbi.

YepBun - Tak Xe KoA, HO KOTOPLI CaMOCTOATENbHO, T.€. 6e3 BHeApeHUs B apyrue
NpPOrpamMMbl, MOXKET BbI3biBaTb PAaCNPOCTPAHEHNE CBONX KOMUIA MO NHHOOPMALMOHHbLIM
KOMMbIOTEPHBLIM CUCTEMAM U BbIMNOMHATb UX NyTEM 3anycka 3apsi>XEHHO NporpamMMsl.

O6bIYHO BUPYChl PACNPOCTPAHATCA JIOKaIbHO B Npeaenax y3na ceTu, T.e. YTo Obl
nepefiaBaThbCs MO CETU UM HY)KHA AOMOJIHUTENIbHAsA NOMOLLb (Nepeckisika 3apa>KeHHoro
daina), a yepsu, HaoboOPOT, B NepPBYIO 0Yepeib PACMPOCTPAHAOTCS MO CETHU.

YepBu Tak Xe MOryT, K NpuMepy, «CecTb» MoJs0Cy NPONyCKaHNUA CETU N pecypcChbl
MOYTOBbLIX CUCTEM, TEM CaMblM MOXXHO CKa3aTb 4YTO CaMO pacnpocTpaHeHue
BpenoHocHoro MO BbI3bIBaeT arpeccmBHoe notpebrsieHne pecypcos 1, CsiefoBaTesbHO,
ABNAETCA BPEeAOHOCHON (hyHKLMEN.

TPOAHCKNM Ha3blBaeTCs BPEeAOHOCHbLIN KO, KOTOPbIN BbIFNAAUT KakK YHKLWOHAbHO
rnonesHas nporpamma. T.e. obbl4Haga NporpamMmma, byayym nopa>keHHas BUPycowm,
CTAHOBUTCS TPOSAHCKOW, MHOrAa UX N3roTaBAMBAOT BPYYHYIO U MOOCOBLIBAIOT
00BEPYMBbLIM MNOJIb30BaTENSAM UMES NMpuBeKaTesbHbIN BUa. [4]

Fnasa 2. Buabl u coctaB yrpo3s besonacHoCcTu

2.1 Obwme cBepeHMn

Mop yrpo3oun 6e3onacHocTu MHpOPMaLLUM MOHNUMAETCSH MHOXKECTBO (DAKTOPOB U
yCNoBUI, OPMUPYIOLLINX MOTEHLMANbHYO U peasibHO SIBHYIO OMAaCcHOCTb HapyLLeHUN
NB. [7]

daKTop, KOTOPbIX BO3AEUCTBYET Ha 3alUULLEeHHYI0 UH(POpMaLMIO -3TO ABJIEHME,
npouecc nan AencTeue, B pesysibTaTe KOTOPOro BO3MOXXHA yTe4ykKa, YHUYTOXeHMe
3alUMLWEHHON MHoPMaL K, UCKaXkeHne, BI0KMpPOBKa 0CTyMa K Hen.

NcTouHuK yrposbl UB - cybbeKkT (MaTepuanbHbIl 06BbEKT, (hr3nveckoe anuo nav
usmyeckoe sBNEHME), KOTOPOE ABMSETCA HeNnoCcpenCTBEHHON NPUYNHON NOSABIIEHNS
yrposbl Nb.



YA3BUMOCTb UH(POPMALMOHHON cUCTeMbl (bpeLlb)- CBOMCTBO MH(OPMALMOHHON
CUCTeMbl, KoTopas 0byCcnoBnMBaeTCA BO3MOXXHOCTbIOBLINO/IHEHMSA YIPpo3 6e30nacHOCTK
obpabaTbiBaeMbIX B HEN OAHHbIX.

Mo OTHOLWEHUIO K MHPOPMALIMOHHBLIM pecypcam 1 NHHOPMaLUN MOXXHO NOOYEPKHYTb
Yyrpo3bl KOHPUAEHUMaIbHOCTWY, LLeIOCTHOCTU, AOCTYNHOCTU N OCTOBEPHOCTH
WHOPMaLLMKM, KOTOpPbIE NOABMAIOTCA B pa3HbIiX hopMax HapyweHum (pucyHok 1.). [20]

3a NpaBWJIOM, BbILLEYNOMSAHYTbIE YrPo3bl MHOPMALMOHHbIX
pecypCcoBNpUMEHAITCATaKMMKN crocobamm:

1) Yepes cyuwiecTBytowme areHTypHble UICTOYHUKN B OpraHax MyHUUWMabHOIo
yNpaB/ieHNsa N KOMMEPYECKNX CTPYKTYpaXx, CoaepXaLllnx BO3MOXKHOCTb NoJly4yeHus
JINYHON NHAGopMaunn (cyabl, KomMmepyeckmne 6aHKK, HaNOroBble OpraHbl U Tak gasnee).

2)MocpencTBoM nogkyna JnL, HerMnocpeacTBeHHO KOTopble paboTaloT B CTPYKTypax Mau
opraHm3aummn, HanpsaMyto CBSA3aHHbIX C ee paboTon.

2)MocpencTeoM nepexsaTa AaHHbIX, LUPKYJINPYIOWKMX B CpeACTBaX U CUCTEMAX CBA3M U
BbIYNC/INTESIbHON TEXHUKE C MOMOLLbIO TEXHNYECKUX CPpenCcTB CbeMa N pa3Beiku
MHopMaumnn.

4)MocpeacTBOM MpPoO CAYLWKUNHANBUAYASIbHbLIX MEPEroBOPOB N UHbIMK cnocobamum
HEeCaAHKLUMOHNUPOBAHHOIO AOCTYMNa K UCTOYHMKAM JIMYHOW MHMOpMaLmu.

Yrpo3bl MH(POPMALLMUOHHOM
Oe3onacHocTH

MposaBnaoTCA B HapyLwleHunAaXxX

LLEJTOCTHOCTWN
KOHOMOEHUWMANTBHOCTHA
DOCTYMHOCTK

1. Pa3srnaweHune

2. YTe4ka

3. HAC

4. NNckaXxeHn4

5. Ownbkn



MoTepn

danbcnuKkaumnn
HapylweHune cBA3un
BocnpelieHne nonyyeHmns

© 0N

PucyHok 1. Bo3gencrseue yrpo3 nHgopmaunm Ha kputepun Vb

NBbnposBnseT BO3AENCTBME Ha 3aLLMULLEHHOCTb MHTEPECOB B pa3HbIX Chepax
XXN3HeOesaTeNbHOCTW rocyaapcTBa 1 obuwecTBa. B ntobon n3 HUX coaep>xatcsa CBOu
ocobeHHocTn obecnevyeHusa Nb, KoTopble CBA3aHbl CO cneundukon o6bLeKToB
obecnevyeHbs 6e30MaCcHOCTN, CTYNEHbLIO UX YA3BUMOCTWM MO OTHOLWIEHNIO yrpo3 Nb. [8,14]

K npumepy, ¢ no3uumnm obecnevyeHnsa b B KomnbloTepHbiX cuctemax (KC) sce
KOJINYECTBO NMOTEeHUManbHbIX Yyrpo3 b B KOMMNbIOTEPHbIXCUCTEMAX MOXET BbITb
rnoaesieHo Ha ABa KJlacca.

Yrpo3sbl, KOTOpble He NoBA3aHbl C HAMEPEHHbLIMI NencTBnaMun 3JI0OYMbILWLJTIEHHUKOB U
BbINMOJMHAKTCA B HEOXXKNAaHHbleé MOMEHTbLI BpeMeHW, Ha3biBaloT HenpeaoHaMepeHHbIMU
nimn Cﬂy‘laﬁHbIMM.

Ncnonb3oBaHme yrpo3 aHHOro Kaacca NnpueognT K 60nblWKMM NOTEPAM AaHHbIX (Mo
cTaTucTmnyeckonmHgopmaumnm - oo 80% ot ywepba, KoTopbI HAHECEH
MHOPMALIMOHHBIM pecypCaM KOMMbIOTEPHbLIX CUCTEMPA3HbIMUK Yrpo3amm). Tak Xxe
MOrYT,BbIMOJIHAETCSH YHUYTOXXEHUSA, HAPYLUEHUS LeNOCTHOCTU U AOCTYMNHOCTH
NHpopMaL K. He 4acTo HapyLlaeTCca KOHpUAEeHUNaNnbHOCTb MHOPMaLMK, HO NMPU 3TOM
hopMMpPYOTCS NPeAnoCbiIKMA AN 3/1I0YMbILIJIEHHOrO BANSHUA Ha MHGOPMaLUIO.

ABapuum cTUXMMHbIe BepcTBUA YpeBaThl 6onee pa3pylNTENbHLIMU pe3ysibTaTaMu
ANA MHpOPMALUM, TaK KakK HOCUTENW AaHHbIX rnoaBepratoTcs pusnyeckomy
pa3pyLEHUNIO, AaHHbIE TEPAOTCSH UM AOCTYN K HUMCTaeT HEBO3MOXKEH.

OTKa3bl U cOOM CI0XKHbIX CMCTEM HenzbexxHbl. B pesynbTaTe oTka3os n cboes
HapyLllaeTcs PYHKUMOHANIbHOCTb TEXHNYECKNX CPefCcTB, NCKaXKatloTCA N YHUYTOXKAIOTCA
nporpamMmbl N faHHble, HapyLlaeTcs anropnt™ paboTocrnocobHOCTM YCTPONCTB.
HapyweHusa anropntmos paboTocnoCcobHOCTN OTAENbHBIX YCTPOUCTB U Y3/10B MOTyT
Tak>Xe MOCNYXUTb MPUYNHOW HapYyLWEeHNA KoOHpuaeHUnanbHOCTN nHpopMmaumnn. K
npumepy, oTKasbl N cbon CcpencTB BbiAa4Yn AaHHbIX MOrYyT MPUBECTU K HEpa3peLleHHOMY
[OCTYNy K JaHHbIM NyTeM HeCaHKLUVWOHUPOBaHHOW ee nepenayn B KaHas1 CBA3U, Ha
YCTPOMNCTBO NevyaTn n Tomy nogobHoe. [19]



OwmnMbKM Npu pa3paboTke KOMNbIOTEPHbIX CUCTEM, NPOrPaMMHbIE U
aNropuTMmMYeckKme onbky cBOAATCA K NOC/IeACTBUAM, CXOXKUMK MOCNeaCcTBUAM
(oTka3oB 1 cboeB TEXHNYECKNX CcpencTB). KpoMe 3Toro, AaHHble oWnNOKM MOryT BbITb
NPUMEHEHBI 3/10YMbILWIEHHUKAMW ANS BANAHUSA Ha PECYPCbl KOMMbIOTEPHbIX CUCTEM.
OCHOBHY0 ONAaCHOCTb NpencTaBnstoT ownbkm B onepaumnoHHbiX cuctemax (OC) n B
MPOrpaMMHbIX CpeaCcTBaxX 3alUTbl AaHHbIX.

CornacHo nHdopmMaumm HauMoHaNbLHOrO MHCTUTYTa CTaHOapToB 1 TexHosorum CLUA
(NIST) 65% cuTyauunn HapylweHus NbnosBnseTcs B pe3ysbTaTe ownbok
obcny>xuBalwLero nepcoHasna v noJsib3oBatesien.HekoMneTeHTHoOE,
HeBHUMaTesIbHOe NN Hebpe)XHoe NCnosib30BaHne (PyHKUMOHaNbHbIX 06A3aHHOCTEN
paboTHMKaMM NPMUBOLAT K NOTEPE, HAPYLUEHNIO KOHPNAEHUNANBHOCTN N LLENIOCTHOCTH
MHGOpMaLMK, @ TakK)Xe KOMNpoMeTaunum MeXaHU3MOB 3aLlLUThI.

NHown knacc yrpo3 b B KIT cocTaBnaOT NnpegHaMepeHHO hopMumpyeMbie yrposbl. Yrpo3bl
OaHHOrro KJjlacca B COrylacoBaHMmM C UX PU3NYECKOW CYLLHOCTbIO N MexaHu3MaMun
npuMeHeHUs MoryT BbiTb pa3buTbl MO NATK rpynnamM:

- yHMBepcaanbn?l NN KNAaCCUYECKNI LLIMNOHAX U ONBEPCNN,

HecaHKLLMOHMpOBaHHbIIZ OOCTyNn K OaHHbIM,

HaBOOKW N 2/1IEKTPOMarHMNTHbIE N3JTYyHEHUA,

Pa3HOBUAHOCTb CTPYKTYP;

BpeLoHOCHOenporpamMmmHoe obecnevyeHue.

B KayecTBe NCTOYHMKOB HEHY>XXHOIO BO34ENCTBUA Ha pecypchbl MHOpMaLnm no-
npe>XHeMy Ba>KHbl CpeACcTBa UMeToAbl ANBEPCUIN U LIMNOHaXKa, KOTOPble MPUMEHAINCHL U
NPUMEHAITCA A9 A06blYN NN YHUYTOXKEHUA OaHHbIX. [JaHHble MeToAbl TakXe
3(pPeKTUBHbI U EeNCTBEHHbI B YC/I0BUAX MCNONb30BaHNAKC. Yaule Bcero
OHUMNPUMEHSATCA AN1A NOJIyYeHUs UHPOopMaL M O CUCTEME 3alUUThI C Lesblo B3JIoMa
CUCTEMBbI, a Tak>Xe A1 MOXULEHNSA N YHNYTOXXEHUA NHPOPMAaLIMOHHbBIX peCcypCoB.

Yrpo3bl B KOMMEPYECKON AeATENIbHOCTUN TakKxXe coaep>XaTanyHble ocobeHHocTun. [11,17]
10 OTHOLLUEHMIO K OTAESIbHON OpraHn3aunm eCTbTaKNEK/TIOYEBLIETUNDBI BHELUHUX Yrpos:
- becyecTHble KOHKYPEHTHbI.

- CDOpMVIpOBaHVIFl n KpMMMHaJibHblE TPYyMnbl.



- npOTI/IBOBaKOHHbIe BO30ENCTBUSA UHbIX OpraHVI3aLI,I/IVI n and agMUHNCTPATUBHOIO
alfifapaTa, TakKXe U HaJIOroBbIX Cﬂy)K6.

- HapylweHne BBegeHHOro pernameHTa cbopa, nepegaym n obpaboTkn gaHHbIX.
OCHOBHbI@ TUMNbIBHYTPEHHUX Yrpo3:

- HamepeHHble NpecTynHble BO34EeNCTBUS JIMYHOIO NepcoHasla opraHn3auun.

- HeHamepeHHble AeNCTBUSA N NOrpPeLHOCTU COTPYAHUKOB.

- OTKa3 TexXHU4YeCcKnx cpeacTs 1 obopyaoBaHuUs.

- Cbon MO cpencts 06paboTKN AaHHbIX.

BHelHWe n BHYTpEeHHME Yrpo3bl 0O4EHb TECHO B3auMoAeNncTBYIOT. K npumepy, obLias
TEeHOEeHUNSA KPpUMNHANN3ALNN XO3ANCTBEHHbIX OeAHUA BeOeT K MOHMXEHNIO MOpaJibHO-
3TMYECKNUX HOPM NepcoHasia BCEX PaHroB, 3a4acCTYylo TOJIKAaeT UX Ha OENCTBUSA, KOTOpble
HaHOCAT ywepb KoMnaHuu.

COOTHOLWEHNE BHELWHNX U BHYTPEHHUNX YrpO3 B COOTBETCTBUM C XapaKTepPHbIMU
rnokasatensamu: 81,7% yrpo3 BbINOMHAETCANAN CAaMUMNEPCOHaIOM OpraHn3auun, nnm
npun nx NPSMOM NAN ONocpeaoBaHHOM y4acTUN (BHYTpeHHMeE yrpo3sbl); 17,3% yrpos —
NpPecTyrnHble A4eNCTBUSA UIN BHELIHWE yrpo3bl; 1,0% yrpo3 — 3TO yrpo3bl CO CTOPOHBI
C/IyHanlHbIX UL,

OGbeKkTaMu pa3HbIXyrpo3 B KOMMEPYECKON OeATENbHOCTU eCThb:

- YenoBeyeckune pecypchbl (COTPYOHUKMK, NEePCOHas, KOMMaHbOHbI U APYyrue), BKYas
KaZpoBble N TPYOOBblE Pecypchl.

- MaTepuanbHble pecypchl.
- ®HaHCOBbIe pecypcChl.
- BpemeHHble pecypchl.

NHpopMaUnOHHbIE pecypCbl, KOTOPbIE BKAYAKT NHTENIEKTYallbHble pecypChl
(He3aBepLUEHHbIE MPOEKTHO-KOHCTPYKTOPCKME pa3paboTKu, NnaTeHThbl,HOY-Xay,
MporpamMMHbIe MPOAYKTbl, MaCCUBblI CTaTUCTNYECKON N ByxranTtepckon nHgopmaumm n
rnpoyee).



Bonee onacHbIM NCTOYHUKOM YIrpo3 KOMMNAHUAMABIAETCA COOCTBEHHbLINNEPCOHAN.
MoTmBaMm BHYTPEHHUX YrpoO3 B JaHHOM C/yyae npeacrtasnsiet cobomn
0e30TBETCTBEHHOCTb, JINYHbIE NOBYXXAEHUSA (KOPbLICTHbLIE MHTEPECHI, CAMOYTBEpPXXAeHME),
HEKOMMEeTEHTHOCTb (Hebonbwasa keanngpukaums). [9]

B o6cTosaTenbLCcTBax coxpaHsatowencs 6oabwon cTteneHn MOHOMNOIN3aunm PyCcCKom
3KOHOMUKM Yrpo3y npeanpuHnMaTenbCTBY npegnonaraetbecyecTHass KOHKYpeHU S,
KoTOopasa npeacTasnseT cobon:

1) Bce nencTBus, KOTopble BeAyT K TOMY, 4TO NOTpebuTeNb MOXKET NPUHATL KOMMaHUIO,
TOBapbl, KOMMEPYECKYIO NN MPOMBbILLIEHHYO OEATENbHOCTb 3TOW OpraHmM3aunm 3a
KOMMaHWIO, TOBapbl, KOMMEPYECKYO UM MPOMbILLJIEHHYIO AeATeNbHOCTb KOHKYpPeHTa.

2) NNoXXKHble 3asiBNIEHNS B X04€ KOMMEPYeCKNX OESAHUN, ANCKPeaUTUPYoLLIME KOMMaHUN,
TOBapPbl, KOMMEPYECKYIO NN MPOMBbILLJIEHHYO AEeATENbHOCTb KOHKYPEHTA.

3) NpuMeHeHne B Xo4e KOMMepYeCKMUX aesaHuin 0603Ha4YeHNN Nan yKasaHnm, KoTopble
BenyT noTpebutens B 3abnyxaeHne KacaTesbHO NPUPOAbI, XapaKTepucTuk, crnocoba
N3roTOBJIEHUS, MPUTOOHOCTU 1 KOHKPETHbIX Liesiern nan 4ynucsa ToBapos.

MpYMeHeHWe yrpo3 B 3TOM CJly4Yae NOHMXXAET HaAEXHOCTb U 3pHEKTUBHOCTb
paboTocnocobHOCTN OpraHM3aLnii, @ B UHbIX CyYasix, MPMBOOAT K 3aBEPLUEHUIO NX
AessTeNbHOCTM U3-3a 0NaCcHOCTU COLManbHOro, 3KOHOMUYECKOr0, OpraHn3auoHHOro,
NPaBOBOro, 3KOJ0rM4eCcKoro, MHPOPMaLMOHHOI 0, KPUMUHAIBHOIO N TEXHUYECKOr0
XxapakTepa. O6beKkTaMum yrpo3 MoryT SABAATbLCS 3JIEMEHTbI JINYHOTO («4e/I0BEYECKOr0»),
BELLLeCTBEHHOr0, PUHAHCOBOIr0, MH(OPMALMOHHOIO U MHOI0 KanuTasa, KoTopble
COCTOSITB 3KOHOMUYECKOW OCHOBE AeATe/bHOCTU NpeanpuHMMaTeNbLCTBA.

Jliobasa yrposa HeceT 3a cobon ocobuin yuiepb (noTepo) — MaTepuaibHbie NN
MOpaJibHble, @ CNocobbl MO MPOTUBOAENCTBUIO AAaHHOW Yrpo3e Npu3BaHbl YMEHbLUNTbL ee
BEJINYNHY 00 NPUMEHNMOI0 YPOBHS.

OueHka BeposAaTHbIX yulepboB (NoTepb) NoapasyMeBaeT 3HaHNE TUMOB NOTEPb, KOTOPbIe
CBfA3aHbl C NpegnpUuHUMaTENIbCKON AeATeNIbHOCTbIO, N 3HaHWE BblYUCIEHUS UX
BO3MO>XHOM NPOrHO3HOW BEJIMYUHBI. ECTbTaKMeTunbIBEPOATHbIXNOTepb (yiepbos):

1) MaTepuanbHble TUNbI NOTEPb MOSBAAIOTCSA B HENPEeAYyCMOTPEHHbIX
npeanpuHUMaTeNbCKUM NPOeKTOM A06aBOYHbIX 3aTpaTax UM HanpaBJIeHHbIX MOTepb
obopynoBaHMA, NPOAYKLMN, UMYLLLECTBA, Cbipbs, dHEPrUn N Tak fganee.



2) TpyAoBble NOTepyu —MoTepyn TPY0BOro BPEMEHUN, KOTOPbIE BbI3BaHbI
HenpenBUAEHHbIMU, C/y4YaHbIMK 06CTOATENLCTBAMU; MEPSIOTCS B Yacax TPYAOBOro
BpemeHu. MepeBof paboynx noTepb B PMHAHCOBOE Bblpa>KeHWE BbIMOJIHAETCS NyTeM
YMHOXKeHUS paboyero BpeMeHn Ha CTOMMOCTb (LIeHY) OJIHOr0O Yaca.

3)KappoBbie notepu — notepu TpebyeMbIXKOMMNaHUN BbICOKOKBANNGMULIMPOBAHHbIX,
npodeccnoHasbHbIX PabOTHNKOB; MEPSAIOTCA B 3aTpaTax Ha obyyeHne n noadbop HOBOro
Ka[poBOro nepcoHasna B AeHEe)XXHOM 3KBMBAJIEHTE.

4) ®nHaAHCOBbIE NOTEPMU — MNPSMOHAMNPABAEHHbIN OEHEXHbIN yLepb, KOTOPbIN CBA3aH C
HenpeaBuOEeHHbLIMU NaaTe)XXaMu, yrnaaTon LOMNOJIHUTE/IbHbIX HaJIoroB, BbiMJjaTon
wTpados, notepen GUHAHCOB N LLeHHbIX bymar.

5) BpeMmeHHble noTepu. CoBepLLAOTCA, KOrga npouecc npeanpuHMMaTesbCKon
NeaTenbHOCTU naeT MedJsieHHee, YeM OoJXKeH. MNpsMas oueHKa AaHHbIX NOTEPb
BbIMNOJIHAETCS B Yacax, Heagensax, AHAX, Mecsluax 3anasabiBaHns B MoJy4YeHnn
yKa3aHHOro pesysbTaTa. YTobbl NepenenaTb OUEHKY MNOTEPU BPpEMEHU B (PUHAHCOBOE
n3mepeHune, TpebyeTca yCTaHOBUTb, K Kakum notepsaM npubsinin, 4oxona crnocobHsbl
NPUBECTNYTEPS BPEMEHU. B nTore oLeHMBaOTCSA B EHEXHOM 3KBMBAJIEHTE.

6) NHcpopmMmaumMoOHHbIe noTepu. ABdeTCss OQHUM U3 CaMbIX CEPbEe3HbIX NOTEPL B
bunsHece, KoTopble CNOCOBHBLI MPUBECTU K MPOBaJly BCEN KOMMNaHUN. ICHUCNAOTCS B
(PVNHAHCOBOM BbIpa>KeHUW.

7) Ocobbie Tunbi noTepb rnNoABJIAKOTCA B BUOE HaHeCeEHNA y6bITKa XKN3HN 1N 300POBbLIO
nogen, NPeCTunXy npeanpmnHnMaTenA, 0pr>Karou.|,e|7| cpene, a TakxXe BCneacrtBmne NHbIX
He6ﬂaI'OI'Ip|/IF|THbIX MOpPaJibHO - MCUXON0OIrnM4eCKNX N counasbHbIX rnocnencTBun.

NHpopMaunoHHbIN yuepb (noTepun) cBA3aH C HAABHOCTbLIO B NpoLecce
npeonpuHNMaTEeNbCKON AeATEeNbHOCTN MHPOPMALMOHHOIO PUCKa, BBEOEHHbIN B 00N
npeanpuHNMaTeNbCKUN PUCK.

MHPOPMaALMOHHbIW PUCK - BO3MOXXHOCTb (Yyrpo3a) yTepu akTUBOB CyO6beKTa 3KOHOMUKM
(NpeanpuHUMaTens) B UTOre NoTepb, NOPYKN, PasrialleHns N UCKaXKeHUs MHopMaLmn.

NHcdopMaLMOHHBIN PUCK KnaccuduuupyeTcs TakuMm obpasom:

- PUCK NpepbIBaHUA MHPOPMaUUK (OKOHYaHUe HopMasibHOW 06paboTKM AaHHbIX, K
npuMmepy, BCNenCcTBMe paspyLleHmns, BbiIBOa N3 CTPOS BblHUCINTESNbHbLIX CPeacTB).
HaHHaa KaTeropusa encTBUN MoXXeT HECTMOYEHb Cepbe3Hble NocseaCTBUSA, faXKe Koraa
MHOpMaLLMA NpY 3TOM He NoaBepraeTcss HUKaKoOMy BO34ENCTBUIO;



- PUCK Kpa>Xn aHHbIX (KOMUPOBaHME UIIN CHUTbIBAHNE NH(OPMALUN, KPaXXU MarHUTHbIX
HOCUTEeNnen AaHHbIX U NTOroB NevYaTun C Luenbio noay4eHnsa nHgpopmMmaunm, Kotopbie B
AanbHenweM MoryT NPUMEHUTb NPOTUB MHTepecoB cobCTBEHHMKA (BNnaaensua)
OAHHbIX);

- pUCK MoanUnKaunngaHHbiX (BBOL HECAHKLLMOHUPOBAHHbBIX U3MEHEHUNI B MH(OopMaLuio,
KOTOpas HanpasJlieHHa Ha npu4nHeHune ybblTkacobCcTBeHHMKa (BNlagesibla) AaHHbIX);

- PNCK YHNYTOXEHNA OaHHbIX (HeO6paTI/IMOG n3MeHeHne gaHHbIX, KOTOpOoEe NpmnBoanT K
HeoCyLLeCTBMMOCTIN ee I'IpVIMEHeHVIFI);

- PUCK 3/1IEKTPOMArHUTHOIr O BJNAHNA U NepexBaTa AaHHbIX B aBTOMaTU3NPOBAHHbIX U
MHpopMaumnoHHbIX cuctemax (ANC);

- PNUCK CbeMa AaHHbIX MO aKyCTU4eCKOMY KaHaly,

- PUCK NpeKpaLLeHnsa NMTaHNa aBTOMaTU3UPOBAHHBLIX U MHHPOPMALMOHHBIX CUCTEM U
noafep>XxmneatoLen NHPpacTpyKTypbl);

- PUCK OLUNGKM NOCTABLLMKOB 1N 0NepaTopoB MHHOPMALIMOHHbLIX PecypCcoB
aBTOMATU3MPOBAHHbLIX N NHHOPMALMOHHbIX CUCTEM;

- puck c6oeB NMOB aBTOMATMU3UPOBAHHbIX U MHPOPMALIMOHHBLIX CUCTEMAX;

- PUCK HENonafoK annapaTHbIX YCTPONCTB B aBTOMAaTU3MPOBAHHbLIX 1 MHHOPMALMOHHbIX
cncteMax (B pesysibTaTe XaslaTHbIX OEACTBUI NepCcoHasna, NPUPOAHbIX KaTaknU3MOB,
HecobnoaeHNs TexHUkn 6esonacHocTn, cboeB NporpaMMHbIX CPeACTB U Tak ganee).

B 3ak/1l04nTENBbHOM NTOrEe BCE MPOTUBOMNpPaBHbIE nencTens npmBoaAT K HapyLUeHUto
KOHQUMAEHUNaNbHOCTU, 4OCTOBEPHOCTMN, OOCTYMNHOCTU N LLeJIOCTHOCTU OaHHbIX.

B 3TOM cnyyae, nepeyeHb Yrpo3 U UICTOYHUKOB UX NOSABJIEHUS AO0CTAaTOYHO pa3Hoobpa3eH
N NpenJsioXkeHHas pa3HOBUAHOCTb He eCTb ucyepnbiBatolen. MpoTnBoaencTeme
NOSIBJIEHNSIM YIPO3 BbINOJIHAETCS MO Pa3HbIM HAaMNPaBJIEHNSAM, C MPUMEHEHUEM MOSHOM O
apceHana cpeacTB U METOLOB 3aLLUNTHI.

2.2 Hambonee pacnpocTpaHeHHble Yyrpos3bl
BOCTYNHOCTHM



C ToYkM 3peHnsa pasMepa yuepba, HaHeCEeHHOro onpeaeneHHoON KoOMMnaHum
KOMMNbIOTEPHOWN NMHPOPMALMOHHON CUCTEMOWN, CaMbIMU YaCTbIMU U OMACHbIMU SABNAIOTCA
HenpegHaMepeHHble OWNBKN pa3INYHbIX COTPYOHMKOB KOMMAaHUKW, KOTOpPbIE 1
obcny>XmnBaT MHPOPMaLNOHHYIO cuctemy. [12]

B 60nbLUMHCTBE CyYaeB. DTU oWNBKK 1 ABNAKOTCA yrpo3amMun. He npaBuiibHO BBEAU
OaHHble U coenanu owmnbky B NporpaMmme, KOTopas Bbi3Basia Kpax B CUCTeMe, Cco3aaeT
YS3BMMbl€ MeCTa, KOTOPbIMU JIEFKO MOTryT BOCM0JIb30BaTbCS 3/10YMbILUNEHHUKN. O6bIYHO
3TO OWMNOKN aAMUHNCTPUPOBAHNSA KOMMbIOTEPHbLIX MHPOPMALMOHHbBIX CUCTEM, KOTOpPbIE
COCTaBNAKT 40 65% noTepsb.

T.e., MOXXHO cAenaTb BbIBOA, YTO HaUIy4YwmM cnocobom 6opbbbl € 3TUMK ownbKaMum
SABNAOTCA aBTOMaTU3auMsa MHPOPMALIMOHHBIX CUCTEM N XXECTKUA KOHTPOJIb Ha
npeanpuaTum.

OcTasnbHbIe Yrpo3bl AOCTYNHOCTM MOXHO KJlaCcCUMULUMPOBATL N0 KOMMNOHEHTaM
KOMMbIOTEPHbIX MHPOPMALIMOHHBLIX CUCTEM, Ha KOTOPbIE 1 HaueneHbl yrpo3bl. K HUM
MO>XHO OTHECTM 0TKa3 CMOWN MH(OPMALIMOHHON CUCTEMbI, Tak>XXe 0TKa3 nosb3oBaTens NC
N 0TKa3 nogaep XuBatoen MHPPaCTPYKTYpbI.

OTka3 nonb3oBaTenen obbI4HO CrlyHaeTcsa 0 HexenaHua paboTaTb B gaHHom NC
-HeobxoanmMocCcTb 0by4aTbCs MHPOPMaLMOHHOW cucTeMe 1 T.4. Ciofla XXe MOXKHO OTHEeCTHn
OTCYTCTBME NOATOTOBKM A1 paboThbl B KOMMNLIOTEPHOW MHHPOPMALNOHHON CUCTEME - 3TO
OTCYTCTBME KOMMbIOTEPHOMN FPaMOTHOCTU, HeyMeHune paboTaTb C AMArHOCTUYECKUMU
coobuweHnsamMun, oTCyTCTBUE 3HaHMI Npn paboTe C AOKyMeHTauunen.

Tak e npobnemon oTKa3sa nosib3oBaTens oT paboTbl B MUHHOPMALMOHHOW CUCTEME
MOXXEeT BbITb PaCNpPOCTPaHEHHbIN HEAOCTATOK - OTCYTCTBUE TEXHNYECKOW MOAOEPKKW MO
AaHHonm NC, T.e. He NOSIHAa AOKYMeHTaums, OTCYTCTBME CMPaBOYHON NHDOpMaLun,
OTCYTCTBME ropsyen MMHUN N3 NHPOPMALMOHHbBIX CUCTEM r106asibHOro0 U CJIOXKHOIO
XapakTepa un T.4.

K BHYTPEHHUM OTKa3aM MOXXHO OTHECTU OTCTYNJIeEHME OT YCTAaHOBJIEHHbIX NMpPaBu
3KCNyaTauum, KoTopoe MoXXeT BbiTb Kak Cly4anHoe, TakK U yMbilieHHoe. Takxe 13-3a
C/ly4anHbIX UM NpegHaMepeHHbIX 4eNCTBUN NoJib30BaTesien Ui nepcoHana,
obcnyxuBatoLwero MHMOPMaLMOHHYO KOMMbIOTEPHYIO CUCTEMY, MOXKET BbINTU CUCTEMA
N3 WTATHOro pexuma aKkcnayataymu. NMpumepamm MoxxeT ObITb NpeBbILLIeHNE YUCa
3anpocos B NC, cnnwkoMm 6onbluon obbem obpabaTbiBaeMonn MHGOPMaLM U T.M.



K MCTOYHMKaM BHYTPEHHUX 0TKa30B IC Tak e MOXXHO OTHEeCTM owmnbku npu
KOH(UIypauum nnm nepekoHOUrypaLmm CUCTeMbI, 0TKa3 Kak NPOrpPaMMHOro, Tak U
annapaTHoro obecneyeHus, paspyleHne gaHHbIX UHHOPMALMOHHOW CUCTEMbI, TaKXXe
noBpexxaeHne nnm sooblle paspylieHne annapaTypsbl.

M0 OTHOLWIEHMIO K MO AEP>XKNBAEMON MHDPACTPYKTYPE MHHOPMALIMOHHbIX
KOMMNbIOTEPHbIX CUCTEM MOXXHO OTHECTMU Yrpo3bl HapyLWeHne, Kak C/Iy4anHOro, Tak u
YMbILLJIEHHOI O, CUCTEM CBSA3M, TeMN0CHabXXeHuns, BOAOCHAabXXeHNSA, KOHONLUMOHNPOBAHUS,
anekTponuTaHma n T.4. [18]

Tak XXe K 3TUM yrpo3aM peKoOMeHAyeMO OTHOCUTb pa3pyLUeHne 1 NoBpexaeHne
MOMELLLEHWI, @ TaK »Xe yrpo3bl CBA3aHHble C 06Cy>)KMBAIOLLUM NEPCOHAJIOM /UK
noJsib3oBaTesieN, CBA3aHHbIE C HEBO3MOXHOCTbIO NN HEXKENTAHUEM UCMOJHATL CBOM XKe
06513aHHOCTN. DTO TEPPOPUCTUYECKMNE aKTbl NN UX Yrpo3a, 3abacToBKM, peBOIIOLUN U

T.AO.

K 04HUM 13 CaMblX OMACHbIX YrPO3 MOXXHO OTHECTU TaK Ha3biBaeMble «0OMKEHHbIE»
COTPYOHUKWN KaK HblHELWHNe, Tak 1 bbiBwine. OBbIYHO OHU CTPEMSTCSH HAaHECTU
npennpuaTuo Kakon-nnbo Bpen - UCNopTUTL obopyoBaHWe, 3anyCTUTb BUPYC, YAANNTb
JaHHbIe 1 T.1.

Ob6M>XKeHHble COTPYOHUKWN XOPOLLO 3HAKOMbI C MOPSAAKAMM KOMMaHUM U CNOCOBH®LI
HaHecTu Nbon BCEBO3MOXXHbLIN Bpead. T.e. BaXXHO CNeanTb,4To bbl py yBOSIbHEHUN
COTPYOHMKOB €ro npaBa A0CTyMNa K MHPOPMaLMOHHBLIM pecypcaM NpeanpusaTums
aHyJIMPOBaNNCh.

2.3 HekoTopblie npuMepbl Yrpo3 AOCTYNHOCTH

NMprMepamMm TakKNx yrpo3 ABAATCS MONyasapHbl U 04eHb BPEAOHOCHbIE YIrpo3bl Kak
rPo3bl, 3/IEKTPOMArHNTHbIE NMMYJIbCbl BLICOKUX HAMPSXXEHUN, OTKa3bl CUCTEM
KOHOWLWOHMUPOBAHUS, NMPOTEYKN CUCTEM BOAOCHabXXeHUs, TennocHab>xxeHns n
KaHanun3auunn. [12]

ArpeccuBHoe noTpebneHne pecypcoB, TakMX Kak BblYMCANTESNIbHbIE BO3SMOXXHOCTH
npoLeccopa Uav onepaTUBHON NAaMATKU, NOJIOChI NPONYyCKaHWUA ceTel 1 T.M., ABNseTCs
CpeacTBOM BbIBOJA CUCTEMbI U3 LUTATHOrO peXuma sKkcnayatauun. Takoe notpebneHune
MO>XHO pa3fesiMTb N0 PACMOSIOKEHUIOUCTOYHMKA Ha JIOKasibHOe 1 yaaNieHHoe. K
npuMepy, JlokanabHas NporpamMma nNpu npocyeTax B KOHPUrypaLUm CUCTEMbI CnocobHa



MOHOMOJZIN3NPOBaTb NPOLEeccop N/unm pusnyeckyto NnamMmaTb, CBes CKOPOCTb
BbIMOJIHEHUA OPYrMX NPOrpamMm K HyJ0.

Ecnm nponyckHasa cnoCobHOCTb KaHala A0 Lesn aTakn NpeBbilaeT NMPOnyCKHYHO
CNocobHOCTb aTaKytoLwero, To TpaguuMoHHas aTaka Tuna «0TkKa3 B 00Cy)XMBaHNN» He
byneT ycnewHown. PacnpeneneHHas X aTaka B CBOKO o4yepeb MPOUCXOAUT yXKe cpasy C
HEeCKOJIbKUX To4Yek MIHTepHeTa, 4TO NPUBOOUT K BBELOEHUIO aTaKyeMoro y3Jsia n3 CTpos
MN3-3a pe3Koro Bo3pacTaHusa Tpapuka. T.e. 3/10yMbILLUNIEHHNK MOXXeT CO BCeX Y3J10B,
3a4€eNCTBOBaHHbIX B aTake, nocaaTb Bbosblwon ob6bemM aaHHbIX. U y3en He cMoXeT
obpabaTbiBaTb 3aNpoChbl OT HOPMaJibHbIX MOJIb30BaTeNeN U3-3a NPEeBbILLIEeHNS Tpaduka.

2.4 OCHOBHbIE Yyrpo3bl LLeJIOCTHOCTH

Ha BTOpoM MecTe no pa3Mepam yulepba CTOAT Kpa>ku 1 nopnoru. B 1992 roay B
pe3ynbTaTe NoaobHbIX NPOTUBOMNPABHbLIX OENCTBUI C UCMNOJIb30BAHNEM NEPCOHasIbHbIX
KOMMNbIOTEPOB aMEPUKAHCKUM opraHun3aumnam bl HaHeceH obwmni yulepb B pasmepe
882 MunnnoHoB gonnapos. MHoOrme opraHmsaumm No MOHATHLIM MPUYMHAM CKpPbIBAIOT
Takue NMHUWAEHTbI; He Bbi3blBaeT COMHEHWI, YTO B Hawun AHW yuepb oT Takoro poaa
O0EeNCTBUN BbIPOC MHOMOKPATHO, MO3TOMY MOXXHO NPennosioXnTb, YTO peasbHbIn yuepb
Obls1 HaMHoro 6osblwe. [13]

O6bI4YHO BUHOBHUKAMU 0Ka3bIBaIMCh LUTAaTHbIE COTPYAHMKN OpPraHn3aLumnin, KoTopble
XOPOLLUO 3HAKOMbIE C PeXMMOM paboTbl 1 MepamMM 3alMThl, YTO MOATBEPXKAAET
OMaCHOCTb BHYTPEHHUX Yrpo3.

Hapyl_ueHVIe CTaTMYeCKOW LeNIoOCTHOCTN 310y MbILLUNEHHUK (HYawe BCero WTaTHbIN
COpr,EI,HI/IK) MO>XXeTBBeCTN HeBEPHble AaHHble NN N3MEHWTb OaHHblE, KOraa
N3MEHAIKTCA cogep>XXaTeJibHble AaHHble, KOrga - CJ'Iy>K€6HaFI VIHCpOpMaLI,I/IFI.

Yrpo3om LesoCTHOCTU aBnseTcsa hanbCunkKaumsg Uin U3sMeHeHne OaHHbIX, a TakxXe
OTKa3 OT COBEpPLUEHHbIX OeNCTBUN. KOMNbIOTEPHbIE AaHHbIE HE MOryT pacCMaTpuBaTbCA
B Ka4YeCTBe A0Ka3aTesibCTBa, €C/NIM HET cpeacTB obecnevynTb "HeOTKa3lyeMocTb". He
TOJIbKO AaHHbIe, HO 1 MPOrpamMmbl ABAAKOTCA NOTEHUMAIbHO YSA3BUMbI C TOYKUN 3peHUs
HapyLleHns LenoCTHOCTHN.

2.5 OCHOBHbIe Yyrpo3bl KOH(PMAOEHUNAJIbLHOCTH



Camy nHpopMaLmnio KOHPUAEHUMNANBHOCTU MOXHO Pa3aennTb Ha Cy>XKebHyo U
npegmeTHyto. Cny>xebHaa nHpopmaumns (K npumepy, Naposav nosab3oBaTenen) B
KOMMNbIOTEPHOW MH(POPMALMOHHON CUCTEME UTpaeT TEXHNYECKYIO POJib, HO pacKkpbiTne
ee apnaeTca bonee onacHoOM, U3-3a NoOJy4eHUs C ee NOMOLLbI0 HECAHKLMOHMPOBAHHOIO
0O0CTyrna KO BCEN NMHGPOPMaLUN CUCTEMBI,B TOM YUCSIE N NMpeaMeTHOW, T.K. B 0bLeM oHa
He OTHOCUTCSA K onpeaeneHHon npegmeTHom obnactu. [12]

Yrpo3bl KOHOUAEHUNANBHOCTN MHOPMALIUM MOTYT HOCUTb HEKOMMbIOTEPHLIN 1 BOoObLLE
HETEXHUYECKUN XapaKTep AakKe eC/n MHOoPMaLNa XPaHNTCA B KOMMbOTEpe nan
npefHa3HayYeHa A1 KOMMNbIOTEPHOr0 NCMNOJIb30BaHUA.

K nepexBaTy AaHHbIX MOXXHO OTHECTU MPOCayLIMBAHNE AW NOACYLINBAHWE
pPa3roBoOpoB, N3yyeHne paboyero MecTa, NaCCUBHOE MPOCAYLLINBAHNE CETU U aHaNn3
KaKnX-Nnmbo NamaTHbIX AaT U Noc/efoBaTelbHOCTEN.

K noaMeHe faHHbIX OTHOCUTCA UCMOJIb30BaHUE CTPax0BbIX KOMun. Ha 0CHOBHBbIX
HOCUTENAX OJ1d 3alllNTbl AaHHbLIX NCMOJIb3YIOT Pa3BUTblie CUCTEMDI YIpaBJ1IEHNA
OOCTYrNnoM, HO 3a KOIMNum, KOTopble HEPEOKO MPOCTO JiIeXaT raoe-yrogHo HUMKTo He
3ab0TnTCA N MHOrne MOryT NnoayyvYnTb K HUM OOCTYII.

3Ha4YMMON N pacnpoCTPaHEHHON Yrpo30M ABNAAETCA Kpaxka obopynoBaHMSA, 4acTo
BO3HMKAaET M3-3a HaXxoXXAeHunsa 6e3 npncmMmoTpa HOYyTOYKOB U XEHANETOB, pe3epBHbIX
HocuTenen Ha paboTe nnm B aBToMobuse, KOTOpbIE MPOCTO TEPAKOTCH.

Tak e pacnpoCTPaHEHHOW Yrpo30M ABMATCSA METOAbl MOPaJIbHO-NCUXO0JIOMrNYECKOro
BO34eNCTBUA (Mackapan) - BbINOJIHEHNE AeNCTBUN Nog BMAOM nuua, obnagatowero
MOTHOMOYMAMKM A8 AOCTYMa K AaHHbIM.

HenpuaTHbIMK yrpo3aMn, 0T KOTOPbIX TPYAHO 3alLNTUTCA SBASIOTCS 310ynoTpebneHne
NosIHOMOYMSAMU. K NpruMepy, CUCTEMHbIA agMUHUCTPaTOp crocobeH NpoynTaTh Ntobon
hann, NnonyyYnTb AOCTYN K No4YTe Ntoboro nosb3oBaTens u T.4., TaKXXKe BO3MOXKHO
HaHeceHune yuiepba Npn cepBUCHOM 06CNYXXUBAHUN, T.K. CEPBUCHbIN NH)XEHEpP MoJlyYyaeT
HeOorpaHWYeHHbIN 40CTYN K 060pyA0BaHNIO N MMEET BO3SMOXXHOCTb AENCTBOBaTb B 06xon
NPOrpaMMHbIX 3aLUTHBIX MEXaHN3MOB.

2.6 CtaTMcTuKa yrpos 6e3onacHoCTH

Ha pucyHkax 2n 3npuBeneHbl gnarpamMmmbl CpegHen CTaTUCTMKK yrpo3 6e3onacHoOCTH
MHOPMaLUMOHHLIX cucTeMm (2015). [14]
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PucyHoK 3. Yrpo3bl 6e30nacHOCTH

SAKJIOYEHUE

B naHHoOM paboTe 6bina onmncaHa 3Ha4yMMas 4aCTb MHopMaunoHHOW 6e3onacHOCTK -
yrpo3bl. OnucaHbl MOHATUSA N BUAbI Yrpo3 6e30MacHOCTM B KOMMbIOTEPHbIX
NHPOPMALIMOHHbBIX CUCTEMaX.

NB OTHOCUTCA K YNCJly HanpaB/ieHNN AeATesIbHOCTU, KOTOpble pa3BMBalOTCAOYEHb
ObICTPbIMM TEMMNAMU. DTOMY CMOCOBCTBYIOT Kak 06K Nporpecc NHpopMaLNOHHbIX
TEXHOJIOrNN, TaK U NOCTOAHHOE NPOTNUBOBOPCTBO MEXOY TEMU, KTO X04eT A00bITb
KOH(MAeHUManbHbleAaHHbIE 1 Xenatwmnmn ee cbepeyn.

OnbIT NOKa3bIBaET, 4TO AJ19 OOCTUIXKEHUSA OENCTBYIOWNX peeHnd no 3awmuTe
NHpopmMaumn TpebyeTcs coveTaHMe NPaBOBbIX, TEXHUYECKUX U OPraHU3aLMOHHbIX
MeponpuaTuin. To ecTb obecnevyeHmne 3anTbl JAHHbIX N B LLEe/10OM
NBHbIHeWHNXNCHY X aeTcs B KOMMNJIeKCHOM nogxone. OHO HEBO3MOXXHO 6e3
NCMONb30BaHNSA0OLWMPHOro CNeKTpa 3alNTHbBIX CPeACcTB, KOTopble 06beANHEHDI B
060yMaHHYIO apXNUTEKTYpY

B OaHHbIX YC/I0BUSAX MOJIOXKEHWEe MO OTHOLUEHUIO K 3aluMTe OaHHbIX O0JIXKHa ObITb O4YEHb
ONHAMUNYHOWN. TeopeTuyeckune BO33peHUA, CTaHOAPTbI, CJIOXKUBLUMNECH NOPALKN



TpebyeTcaBcerga CBepATb C YC/IOBUAMU NPAKTUKN. OT BEPOATHLIX aTak Ha MHGOPMaLMIO
He 3aWwnTnTbCca 6e3 ueneHanpaBieHHON U CMCTEMAaTUYECKON paboTbl B 3TOM
HanpaBneHnn. HacTosiwee cocTossHMe 6e30MacHOCTM HY)KOAeTCSA B Ka)K4OOHEBHOM
BHMMaHUN BCEX 3aMHTEPECOBAHHbLIX CTOPOH.

B paboTe onucanu onpeneneHns n KpUTepus Knaccupukaumm yrpos,
npoaHan3npoBann Hanbonee pacnpocTpaHeHHbIe Yrpo3bl AOCTYNHOCTU C MpMMepamu,
onncann yrposbl BpegoHocHoro MO, paccMoTpesi OCHOBHbIE YIrpo3bl LIeJIOCTHOCTY U
KOH(pUAEHLNANBHOCTH.

Tak>Xe HaBeAeHa CTaTUCTUKa yrpo3 6esonacHocTtm B 2015 r. B Poccumn.
BkpaTue yrpo3bl MOXXHO 1N300pa3nTb Ha HUXXE NPUBEAEHHOM PUCYHKe 4.

KoHthuaeHUMaNbHOCTh

LlenoCcTHOCTL HdocTynHoCTh

PucyHok 4. Yrpo3sbl MHGOopMaunoHHoN 6e3onacHoOCTH
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